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https://github.com/modelcontextprotocol/modelcontextprotocol/discussions/234
CDOHIED TE@NTLE LU,

KDDI Agile Development Center Corporation


https://github.com/modelcontextprotocol/modelcontextprotocol/discussions/234

MCPIC#5\F 35280 - BEDBE
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=
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MCP(OAuth2.1)%% X 3 #ifi

PKCE(ED>—L5E)ZAWZR" IJ0O—(MUST)

Proof Key for Code Exchange by OAuth Public Clients

_ n,b\jj I\%*EHR D énfdb \'fj:%ﬂa} User-Agent (Browser) MCP Client MCP Server
- RAUOIRARNEE =D UTTIANENEL TH DN McP Reauest
- BBEZED/IN\YSa1'EENTNTERESED HT7P 401 Unautnrized
Uy omIATY KTEEAR
- OSATINEERT B HE=>05A TS RILF Sl
- WebR—=ZPOIYRICIFHIEDIADHIENR = GET fautorize

- DSAT7 > MR T 3D D D%

Redirect to callback URL with auth code

Callback with authorization code

Token request with code + code_verifier

Access token (+ Request Token)

MCP Request with access token

Begin standard MCP message exchange

User-Agent (Browser) MCP Client MCP Server

https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-12
ps:// ' & rg/doc/ /draft-i v : https://auth0.com/blog/an-introduction-to-mcp-and-authorization/
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MCP(OAuth2.1)%% X 3 #ifi

XI5 —4H5 4 AH)\U—(Authorization Server Metadata)

MCPH—/{—(CVW\ST7OTERLTHE. £TZMNT
nL,\nIE I\ O/HR jﬂ(ib\b\b\bb\bfd\b\ MCP Client O MCP Server (Auth Server)

fd\@t We” known?’]’ I/g I\|J & th GET / .well-known/oauth-authorization-server
ub\nE(gFﬁjélﬁ$E%g§t&)TB<I/ I\/—I_\’]//I\%)Eﬁﬁa_é ....................................................................................................... N .
Z PR SN B (Server(dSHOULD. Client(dMUST) | e

HIEL TRVBER, FROFIAIL NI KRR bz
FEEAH (RIS B I — e |

R AL RRA> S 1 . l
- /authorize FR5ET> RRk1> b |

- Jtoken b—2O>I > RR1> b~
- Jregister 81N TS A 77> RERTI > RR1> b Continue with autorization flow

MCP Client O MCP Server (Auth Server)

https://datatracker.ietf.org/doc/html/rfc8414

]: https://auth0.com/blog/an-introduction-to-mcp-and-authorization/
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AAFF—55 4 AH)\U—(Protected Resource Metadata - MUST)

HANTIN, XF5F—F57 0 X )N —(CIE,
- RujY— ) \—BlloorkEe

- DY =X —)\—flloorEe

D2 DOHFILZ DRFCTRRE=NTLD

—~—) Authorization Server Metadata
@ RO —N—HBEENETTE=HI(C

MCPH—/\— (U Y =S —/)\—Td Bz, & DERIFIREET

Y ZH— )P A IF — 55 1 ZHINUD

S (EMUSTE R TV D,

g Protected Resource Metadata
u DY — Y —N—HLHBE5DRE) YV —XRIC
(=) FPUOERTEBEHCREBERBREES

https://datatracker.ietf.org/doc/html/rfc9728
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MCP(OAuth2.1)%% X 3 #ifi

E1894 51 7> &R (DCR - SHOULD)

OAUthD IS A 7> hMeRE U Z ENH D AN EDONDINE

- $ET](':05/]/7> I\IDt:/_g I/\\J I\%ﬁﬁijﬁbz\gﬁo MCP Client O MCP Server (Auth Server)
- MCPOSA 7> MIBEFRET DDITIARE
- IJ OIZ I\(:}l_ﬁ\ L“JTOE/]/T\/ I\ID%%'?—.T_a_54j:?ﬁHaj' Needs client_id for server M

[Server supports DCR (via metadata or default)
Settings / Developer settings / MCP Auth Demo H POST /register (Client Metadata)

| General MCP Auth Demo 200 OK + client_id (+ other details)

Optional features

Advanced @ tubone24 owns this application. Transfer ownership H
i Ready to start OAuth flow

You can list your application in the GitHub Marketplace so that other users List this application in the
can discover it. Marketplace

[DCR not supported )
0 users Revoke all user tokens

Client ID H Must use alternative (manual config, pre-assigned ID)

9I
| |

Client secrets Generate a new client secret

Fopkrk5ea2addl
p Added 3 hours ago by tubone24

MCP Client O MCP Server (Auth Server)

Client secref t

GitHubdl

https://datatracker.ietf.org/doc/html/rfc7591

You cannot delete the only client secret. Generate a new client secret first.

: https://auth0.com/blog/an-introduction-to-mcp-and-authorization/
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TEDIRDED

SEOI—RIEIROLRS NUICERFUTET
Fl=. EHZEVEDBDICCloudflare workers&EKVZE{EWE U

tubone24/remote-mcp-
oauth-github

A Model Context Protocol (MCP) server for
Claude.ai custom integrations, running on
Cloudfiare Workers with GitHub OAuth

authentication.
A1 ®o w O 0 O
Contributor Issues Stars Forks

https://github.com/tubone24/remote-mcp-oauth-github
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Streamable HTTPDI> RkA1 > M/mcp)ICFPITCRTBD E

Elﬂ%EE*bSh%
Streamable HTTPT7 O LE I~

https:/mcp-github-oauth-demo.tubone24.workers.dev/mcp
Auth store GitHub OAuth Server

(Cloudflare KV)

L
aeg

_ JE—kMCPY—/—
AR 7
MCPRR (DS 17V ) (Cloudflare Workers)

v AERIELTHSICLTLIZEETLI~(401 Unauthorized)

{"jsonrpc":"2.0","error":{"code":-32000,"message":"Authentication required"}}

_

L
Beg

§/

GitHub OAuth Server

A e
MCPRZ (D547 Y R) JE—kMCPH—N

Auth store
(Cloudflare Workers)

(Cloudflare KV)
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Sl lCBIT B3I RIR1 > hEa—EE55
CNDBAIFT—F5 1 AHINU—

WellknownlC PO XU CEREEND I Y RRA VY R—BESWE T~
/well-known/oauth-authorization-server

—

Bﬂq

_ JE—FMCPY —/1— Auth store GitHub OAuth Server
7\ 7o
MCPIRR MO ST 7Y ) (Cloudflare Workers) (Cloudflare KV)

—BHIFFT~
"issuer":"https://mcp-github-oauth-demo.tubone24.workers.dev"

" authorization_endpoint™":"https:/mcp-github-oauth-demo.tubone24.workers.dev/auth”,
"token_endpoint":"https:/mcp-github-oauth-demo.tubone24.workers.dev/token",
"registration_endpoint":"https:/mcp-github-oauth-demo.tubone24.workers.dev/register" .... (FEg)....

}

[ee P
— (oo |

) o0 |

Py

— JE—LMCPY—/1— Auth store GitHub OAuth Server
7. 7
MCPRI(DSTT72H) (Cloudflare Workers) (Cloudflare KV)
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FEDEDIED
D517 > haBETER U CUEDOAUthI S 7> & UTHIA
ZNHDCR

SEBOAUthTRIET BEHICEI STV RELTERLUIZVWTT !
/register

Bﬂq

JE—KMCPY—/\— Auth store GitHub OAuth Server

g > 7
MCPRR (D572 k) (Cloudflare Workers) (Cloudflare KV)

DHOVFILE ! BEREDSAT7 Y hxxoxxE LTERLTHEFT T,

27
2O—THEEBRLTHETE LI, £30L< ! *

{
“client_id": xxxx
“client_secret”: yyyy

}

_

Hﬂq

UE—FMCPY—/1— Auth store GitHub OAuth Server

N > 7
MCPRR MO 5T +) (Cloudflare Workers) (Cloudflare KV)
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Authorization URLZF1T
DCRT{ER =N I=client_id(ChlX. code_challengehs&E=NTUL\D
< NHPKCE

() Preparing Authorization

Authorization URL:

s}

F%2F127.0.0. 1%3A6274%2Foauth%2FcaIIback%ZFdebug&scope read%3Auser+user%3Aemail

Click the link to authorize in your browser. After authorization, you'll be redirected back to continue the flow.
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J0—[CTDESARRUTID, FlTEE

GitHUbMERAIMEY D 2 L\D TAuthorization URLICZ O R LET
PKCEIZRED T\ codeERITLTENENY Y AELEEDEEDE TR,

/auth?client_id=xxxx&code_challenge=91af...
ﬁ code: abcde1234xxx

o
A — [+ [
Le3Y 91af318835b0481314a964 -
o= ad
T8 98918997150ddc55d1ae7f e
5b2a9677eb750708830c N’
= e JE—FMCPY—/— Auth store GitHub OAuth Server
MCPRR (I 5T ) (Cloudflare Workers) (Cloudflare KV)
FIEBEANDOYST 1L O REEBL TS0~
. DIV TERBUSTILY FEN
Ry — IUTERSUSILD RS RTI RS
(oo
€ X ~—
/3 n e
——
— S
= e UE—LMCPY—/1— Auth store GitHub OAuth Server
MCPRRM(D ST H) (Cloudflare Workers) (Cloudflare KV)
State LTZOPOROERELF T,
HETRIELET,
OJ+ > TEeDTeallbackLZE LTz 051 Y TE O TodeEENET |
/callback
[eo P

| X
> xa

(((D

= UE—kMCPY—/i— Auth store GitHub OAuth Server
gy T
MCPEZ (ISP ) ? (Cloudflare Workers)' (Cloudflare KV)

codeZRRLET !

GitHubMcodeMS 7O EI =D VERTLTES SIEDTIRELE T,
StatelZHLF Y.
KOOICEYY3IVELT, MCPRZ FEDcodeERITL 7O EI =D Ve Y R TIRELE S,
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TEDIEDIED

N—2 > S UIE T codeDIREIE & Ehit
< NHPKCE

Tl PORI=DVERDET,

/token(application/x-www-form-urlencoded)

client_id=xxxxx&code=abcde1234xxx
%o) code: abcde1234xxx

A >

B
X —

11

Lﬁ{ 91af318835b04813142964
I's 7 98918997150ddc55d1ae7f
5b2a9677eb750708830c N’
— e JE—FMCPY—/i— Auth store GitHub OAuth Server
MCPIRZ HOS1PY ) (Cloudflare Workers) (Cloudflare KV)
) codeMHB O TVSMREL XY
O« vEmEHLEY codeE/\wZ 2{LLTRE
/-\ [+ sl
e |
L
—
— e YE—FMCPH—/— Auth store GitHub OAuth Server
MCPIRR (O S1TY ) (Cloudflare Workers) (Cloudflare KV)
7 A=D V%] o
FPORCRS=DVERNULET BT |

LIgBearer[C ANTL & L)

€

= YE—FMCPY—/1— Auth store GitHub OAuth Server
7] 7
MCPRR (DS T72 1) (Cloudflare Workers) (Cloudflare KV)
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FRsE{ARE

s Y—)(—& Y -5 —){—D>TL 2DFTL\WD ?

MCP Client MCP Server IdP

(I RZANTSO57 4 X000 ] | .=

AR DIHETE & . MCPH —/)N—1 h—2 >~ DRITE CEHE mmmm————
/\‘X '\j5 gj__/r X(Z:?IEi(j‘:\\ E?C?\E--U-_} (_ t IJ \J_X-U-_} K\_ (j: Redirect to IdP for authentication
ﬁ Lj_ 5 /\‘ g o User authenticates

Redirect back with authorization code

CJ: j t —F EE O)ISS u ej—d: &“t\\ J: D E (/ \Hﬁb\‘%fd: a_—D\ . Token request with authorization code R
E%Eﬁb\ ént b \5 t : -7D t‘\ a_ . « Return access token

Send access token

>
>

4

v

A

v

>
P

alt [Remote token introspection]

https://github.com/modelcontextprotocol/modelcontextprotocol/issues/205

Token introspection request

Introspection response

<
+

[JWT validation]

Validate JWT using cached public key

Respond with protected resource

)

MCP Client MCP Server I1dP
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—
:E - : b. ~ Z User Claude.at MCP Client Cloudflare Worker KY Storage GitHub OAuth

Start conversation with integrat

Initiatize MCP connection

GET /.well-known/cauth-protected-resource

Return resource metadata (RFC 5728)

POST /register (Dynamic Client Regsstration)

Store client credentials

Return client_sd & client_secret
-~ . - -

Generate PKCE code_vertfier & code_challenge

Request authonz:

GET /authiclsent_ids.. Bredirect_uri«...Bcode_challenges...&code_challenge_method«52%6

-
Store state, redirect_urt & code_challenge
Redirect to GitHub OAuth
Authortze application
>
GET /callback?codes. . Bstate«....
Verify stat
-
Exchange code for access token
- >
Return access token
«
Store session with auth context
>
Store authorization code with PKCE data
»
Redirect with auth code
POST /token (Exchange auth code + code_verifier)
-
Validate austh code & client
Verify PKCE: SHA256(code_werifier) «« code_challenge
Create MCP aco
Retum access token
-
POST /mcp (with Bearer token)
»
Valsdate access token
Get auth context
3
Retun MCP response
Provide tool resul
Display resudts
-
User Claude.at MCP Client Cloudflare Worker KY Storage GitHub DAuth
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MCP Inspector v0.14.0

Transport Type

Streamable HTTP S

URL
Connect to an MCP server to start inspecting

[ h-demo. tubone24.workers.dev/mcp ]

Need to configure authentication? =~ Open Auth Settings

> Authentication

() Server Entry () Servers File

> 3 Configuration

® Disconnected History Server Notifications

No history yet No notifications yet

System ° ® F03 &
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MCP Inspector v0.14.0
OAuth Flow Progress

Transport Type Follow these steps to complete OAuth authentication with the server.

Streamable HTTP

<>

(O Metadata Discovery
URL (O Client Registration
https://mcp—-github-oauth-demo.
(O Preparing Authorization
> Authentication
O Request Authorization and acquire authorization code
(G ServerEntry (0 Servers File

(O Token Request
> & Configuration

@® Disconnected

(O Authentication Complete

History Server Notifications

No history yet No notifications yet

System ¢ ® 03 &
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TENS L THERD DA

MCP Inspector v0.14.0
OAuth Flow Progress

Transport Type Follow these steps to complete OAuth authentication with the server.

Streamable HTTP

<>

(O Metadata Discovery
URL (O Client Registration
https://mcp—-github-oauth-demo.
(O Preparing Authorization
> Authentication
O Request Authorization and acquire authorization code
(G ServerEntry (0 Servers File

(O Token Request
> & Configuration

@® Disconnected

(O Authentication Complete

History Server Notifications

No history yet No notifications yet

System ¢ ® 03 &
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TENS L THERD DA

MCP Inspector v0.14.0

Transport Type

Streamable HTTP .

URL

https://mcp—-github-oauth-demo.
> Authentication
() Servers File

(3 Server Entry

> & Configuration

® Disconnected

System ¢ ® 03 \®

OAuth Flow Progress

Follow these steps to complete OAuth authentication with the server.

() Metadata Discovery

¥ OAuth Metadata Sources

Resource Metadata:
From https://mcp-github-oauth-demo.tubone24.workers.dev/.well-known/oauth-protected-resource

1,
"scopes_supported": [
"read:user",
"user:email"
1,
"bearer_methods_supported": [
"header",
"query"
1,
"resource_documentation": "https://github.com/cloudflare/workers—oauth-provider",
"resource_policy_uri": "https://mcp-github—oauth-demo.tubone24.workers.dev/terms",
"resource_tos_uri": "https://mcp—-github-oauth—-demo.tubone24.workers.dev/terms",
"mcp_version": "2024-11-05",
"mcp_endpoints": {
"sse'": "https://mcp-github-oauth-demo. tubone24.workers.dev/sse",
"http": "https://mcp-github-oauth-demo.tubone24.workers.dev/mcp"
}

1

-

History Server Notifications

No history yet No notifications yet
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MCP Inspector v0.14.0

Transport Type

Streamable HTTP C

URL

https://mcp-github-oauth-demo.

> Authentication
() serverEntry () ServersFile

> 3 Configuration

® Disconnected

() Metadata Discovery

» OAuth Metadata Sources

(¥) Client Registration

{r Registered Client Information

{
"redirect_uris": [
"http://127.0.0.1:6274/0auth/callback/debug"
g
"grant_types": [
"authorization_code",
"refresh_token"
1,
"response_types": [
Ilcodell
1,
"client_name": "MCP Inspector",
"scope": "read:user user:email",
"client_id": "I
"client_secret": "i I ) o
"client_id_issued_at": 1749733495,
"client_secret_expires_at": 0

EE BN CES = meaes oo,

(O Preparing Authorization

History Server Notifications

No history yet No notifications yet

System ¢ ® 03 @
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MCP Inspector v0.14.0 Follow these steps to complete OAuth authentication with the server.

() Metadata Discovery

Transport Type
» OAuth Metadata Sources
Streamable HTTP c
(©) Client Registration
URL

» Registered Client Information

https://mcp-github-oauth-demo. ) o
@ Preparing Authorization

> Authentication L
Authorization URL:

. https://mcp-github-oauth-demo.tubone24.workers.dev/auth?response_type=code&client_id="""u 75l sl affe 300 STl f o
(© serverEntry (@ SserversFile ced&code_challenge=pLismss e - J e ome se/&code_challenge_method=S256&redirect_uri=http%3 4
A%2F%2F127.0.0.1%3A6274%2Foauth%2Fcallback%2Fdebug&scope=read%3Auser+user%3Aemail

> @ Configuration Click the link to authorize in your browser. After authorization, you'll be redirected back to continue the flow.

(O Request Authorization and acquire authorization code

® Disconnected Authorization Code

Enter the code from the authorization server

Once you've completed authorization in the link, paste the code here.
History Server Notifications

No history yet No notifications yet

System ¢ ® F03 )
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Please copy this authorization code and return to the Auth
Debugger:

el( = r

Close this tab and paste the code in the OAuth flow to complete
authentication.
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AUUIVIIZAUUIl WUUT

MCP Inspector v0.14.0 ¢
Once you've completed authorization in the link, paste the code here.
Transport Type
() Token Request
Streamable HTTP <
¥ Token Request Details
URL Token Endpoint:

https://mcp-github-oauth-demo.tubone24.workers.dev/token
https://mcp-github-oauth-demo.

() Authentication Complete
> Authentication

[v Access Tokens ]
Authentication successful! You can now use the authenticated connection. These tokens will be used automatically for server
() Server Entry () ServersFile requests.
' i {
> & Configuration "access_token": " 1 Em ",
"token_type": '"Bearer",
"expires_in": 3600,
uscope": ‘readiuser user:enail®
}
® Disconnected
History Server Notifications
No history yet No notifications yet

System ® & &
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MCP Inspector v0.14.0 D Resources > Tools L Ping # Sampling (8 Roots o° Auth
Transport Type
Tools get_user_info
Streamable HTTP -

EHE — o E =)
URL List Tools REFS N 1—Y—DIEHRZ IS

</ Run Tool
Clear

Tool Result: Success

https://mcp-github-oauth-demo.

> Authentication .
get_user_info

DI S Nz 1— P — OERE RS

W D,
() Server Entry () ServersFile i-Y . s ©
- A—H¥—%: tubone24
calculate - %@i: tubone(Yu Otsubo)
> 3 Configuration BBt E = =T - A=)l RFE"
GitHub Y R U —EZ S
® Connected
History Server Notifications
7. tools/call > No notifications yet
6. tools/call >
System $ ©) & ¥ 5. tools/call >
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